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I. Introduction 
 
In the pre-digital era, personal data were collected, organised, interpreted manually, and stored in physical support, a 
process that was significantly limited by time and space constraints. Recently, technological advances have automated, 
integrated and accelerated the entire process.  
 
Consequently, the amount of information that can be stored, analysed and interconnected according to sophisticated 
algorithms has increased substantially. This also increased the researchers’ ability to identify correlations and develop new 
and unforeseen uses for existing information. Also, the growing number of people, devices and sensors that are now 
connected by digital networks has revolutionized the ability to generate, communicate and access data.  
 
Data became a raw material, a source of immense economic and social value, with the potential to boost innovation, 
productivity, efficiency and economic growth. 
 
As we move towards an increasingly digital society, the massive amounts of data (collected, indexed, analysed and 
transmitted at every instant) identified or susceptible to identify a natural person, compel a reformulation of the entire 
debate around personal data and its protection in order to ensure that, despite all the potential that these data represent, 
human beings remain as an end in themselves. 
 
The aim is to examine the new data protection context after the entry into force of the General Data Protection Regulation 
(GDPR)1, through bibliographic review and an empirical investigation. 

In this context, this dissertation focuses on obtaining answers to the following questions: 
 
• How to harmonize big data, machine learning, artificial intelligence, and all their potential with an adequate degree 

of data protection, and protection of human dignity, so that the data subject does not become a mere object of 
information; 

• Does the GDPR provide an adequate and feasible level of protection to protect individuals regarding the processing 
of personal data? 

• How to interpret the definition of "personal data" and how to determine what data allows to identify a natural person? 
 

With big data, large amounts of data are collected and analysed to generate knowledge or decision models. Data is 
recognized as an increasingly fundamental resource for the development of new technologies, such as artificial intelligence 
(IA) and machine learning. These technologies, in turn, bring extraordinary potential benefits to the public and private 
sectors, but they also represent potential damage to individuals and groups if there is no clear focus on the protection of 
individual rights and personal data.  

 
1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data.    
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To prevent the adverse consequences of AI from prevailing on the benefits, it is necessary to put fundamental rights, such 
as the protection of personal data, in a central place in the development of technology to the detriment of pure economic 
interest or algorithmic efficiency. 
 
Since the GDPR only applies if "personal data" is processed, if the information is considered as personal data, all the 
requirements of the GDPR will apply in full; if it’s not personal data, no requirement shall apply. Therefore, the work of 
interpreting the concept of "personal data" is crucial. 
 
Various definitions can be given about what is data that allows to identify a person. The definition in the GDPR clarifies 
that "identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier 
such as a name, an identification number, location data, an online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person"2. 
 
This thesis explores the evolution of the concepts of personal data and identifiability and the way they culminate in a more 
sophisticated approach in the GDPR, where there appear to be different levels of de-identification, with different costs and 
benefits associated. 
 
More and more jurisprudence and doctrine consider that "personal data" is not binary, the identifiability is more like a 
continuum, varying in degrees. Even more so because the identifiability depends on the context, it may change according 
to the circumstances, with whom treats the information or for what purpose. 
 
When massive amounts of personal data or information about individual behaviour are collected, treated and analysed, 
their exploitation may lead to significant violations of fundamental rights and freedoms. It is important not to lose sight 
that despite the immense potential contained in AI and machine learning, technology cannot restrict fundamental values 
and rights. 
 
Therefore, the legal order is analysed. In the European context, the Council of Europe Convention 108, Directive 95/46/EC, 
the Charter of Fundamental Rights of the European Union and the GDPR, as well as the case-law of the CJEU. At a 
national level, the Portuguese law, especially the Constitution of the Republic. 
 
Purposely, special legal data protection schemes such as genetic or health data are not included in the analysis, as they do 
not fall within the overall analysis which is intended to be carried out, as well as the privacy regime, which despite the 
many points in common has a different scope. 
 
In a necessarily succinct manner, it’s explored the technical safeguards proposed in the GDPR and the doctrine, that is, the 
different techniques of de-identification, their strengths, and the diagnosis of the detected weaknesses. 
  
The numerous re-identification attacks present in the specialized literature, which is briefly investigated, and the difficulty 
in determining with precision when does data allow the identification of a natural person makes the processing of data in 
the context of machine learning particularly complex. 
 
There is a brief analysis of AI, big data and machine learning and the challenges they pose to the right and protection of 
personal data by focusing increasingly, not on the natural person, but in attitudes and behaviours of large groups or 
communities of individuals. A possible response from the GDPR to this change can be seen in the emphasis that is now 
given to the duties of the controller and the use of security measures. Another pathway is the combination of the GDPR 
with the soft law tools that are emerging in this scope. 
 
Through an empirical investigation, using machine learning, it is sought to illustrate that it is possible to identify almost 
all users of a social network, even in a data set with thousands of users, with the use of metadata only, a common laptop, 

 
2 article 4(1). 
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free software and without resorting to programming. Given the rapid technological developments and the dissemination 
of the machine learning tools, this will be increasingly common and therefore a greater risk. 
 
This reality entails the necessary end of the binary notion of personal data, because only a different conception of personal 
data, based on results, especially in the degree of the risk of identification can provide adequate protection to the purpose 
and be proportional. 
 
It is necessary to consider a risk regulation perspective, for this reason, is advocated a spectrum of identifiability with four 
levels based on the GDPR. However, this evaluation should not only be confined to the legal data protection regime, but 
it should also be a multicriteria risk analysis, considering the security measures (v.g. pseudonymization and encryption) 
and the ethical consequences. 
 
The complexity underlying the articulation between these realities is further exacerbated by the relative ignorance of the 
matters and the absence of critical debate about them. It is hoped that this work can, albeit modestly, contribute to a more 
thorough debate in this area. 
 
The thesis is organized as follows: in Chapter 1 the introduction, makes a brief description of the need to harness the 
potential of the data, without transforming the human person into a mere object of information. In Chapter 2 a brief outline 
of the problems identity faces, in particular, the digital identity, followed by a framework of identification and the concept 
of personal data and its evolution in the European and national legislation. In Chapter 3 a summary of different techniques 
of de-identification and its weaknesses, as well as the analysis of the various forms of re-identification and their degree of 
success. In Chapter 4 a brief overview of what is AI, big data and machine learning, as well as a case study through a re-
identification of users of the Twitter social network. Chapter 5 proposes a gradual analysis of identifiability, based on a 
spectrum that goes from identified to anonymous data. 

 
II. Identity in a Digital Society 

It is an indispensable prerequisite for the application of the personal data protection regime, both the European and the 
national, the qualification of the data in question as "personal data". However, this concept is not always easy to interpret. 
 
The origins of the current definition of personal data – as provided for in article 4 (1) of the GDPR – date back to the 70s 
decade of the last century and the efforts of the Organisation for Economic Cooperation and Development (OECD) and 
the Council of Europe (CdE). 
 
The first European instrument, legally binding, adopted in the field of data protection, was the Convention 108 for the 
Protection of Individuals with regard to Automatic Processing of Personal Data, of 28 January 1981, adopted by the CdE.  
 
Subsequently, and due to the divergences between national legislations in this regard, the European Commission adopted 
the Directive 95/46/EC (DPD), which aimed to protect the fundamental rights and freedoms, and to ensure the free flow 
of personal data between Member States (MS). The DPD contains definitions of " processing" and "personal data" similar 
to those adopted in Convention 108.  
 
Although one of the aims of the DPD was to harmonise European legislation, there have been several difficulties in 
harmonisation. Consequently, after a lengthy legislative process of negotiations between the European Parliament and the 
Council of the EU, the GDPR was adopted, which entered into force in all the States on 25 May 2016 and is applicable 
since 25 May 2018. 
 
At a national level, the Constitution of the Portuguese Republic (CRP), since its original version of 1976, establishes in 
article 35 the protection of personal data. Subsequent constitutional revisions widened the extension of this article and 
referred to the ordinary law the definition and regulation of access to personal data. 
 
However, although the central elements of the definition of personal data have continuity in European legislation (and 
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consequently national law), this definition is not sufficiently densified. The concept of "personal data" has long been based 
on four distinct elements: 

• Information; 
• Relative to; 
• A natural person; 
• Identified or identifiable. 

 

The most controversial element is "identified or identifiable". Identifiability is the lowest threshold for the application of 
the GDPR. The extent to which certain identifiers are sufficient to obtain identification is something that depends on the 
context of the situation in question. The criteria to be fulfilled to determine whether a person is identifiable, i.e. when a 
controller can conclude that the effort to identify that person is no longer reasonable, are very controversial. 
 
Moreover, the concept of personal data has experienced a constant, albeit non-disruptive, mutation process, being 
confronted with increasingly challenging technological advances (v.g. Big Data, Internet of Things and geolocation). 
 
Although the broad nature of the concept allows some scope of interpretation - which has allowed it to adapt, albeit 
imperfectly to technological advances - it is important to underline that this is inevitably a concept that lives in a constant 
and delicate balance since to adequately guarantee the protection of fundamental rights, legal certainty cannot be 
disallowed. 
 
Some authors consider that big data has brought about a paradigm shift because when technology did not allow large-scale 
collection and processing, it was necessary to make choices about the data: which individuals, about what object, how long 
to treat or store, etc... Therefore, the processing of personal data often affected only a few individuals or small groups, thus 
the social, legal and ethical norms that were being developed focused on the individual, the particular. 
 
However, with the AI and machine learning, although specific individuals may be harmed or benefited by certain uses of 
data, many decisions are already taken based on profiles and patterns and, as such, negatively or positively affect groups 
or categories, sometimes difficult to accurately determine. 
 
For the current personal data protection regime, this analysis of the data of individuals included in a group may not 
represent a form of processing of personal data, as group profiles can be made using anonymous data and therefore 
excluded from the GDPR. This reduces the chances of individuals taking action against biased representations within a 
group or having access to data processing mechanisms, as the anonymous information used to create the group profile 
cannot be linked to the data subject. 
 
For this reason, some authors argue that the data protection regime needs to be complemented or replaced by a focus on 
identifying information about categories or groups, which is intended to protect the interests of the group or the community, 
which may not be the mere sum of many individual interests. 
 
It is not surprising that when confronted with the limitations of this concept some doctrine propose its substitution, as a 
nuclear element, for the effective impact of the collection and processing of personal information for the data subject, or 
because they consider the concept excessively broad in the face of contemporary technological developments, and may 
culminate in all information being considered as personal data, or for judging that "[w]hen the hyperconnected onlife world 
of data-driven agency arrives, the intensive compliance regime of the General Data Protection Regulation (GDPR) will 
become ' the law of everything ', well-meant but impossible to maintain."3  
 
It's proposed an intermediate position, that is considered more appropriate. It’s advocated that the concept of personal data, 
has been underutilized, it should always be a flexible and broad concept because otherwise, it could not accompany the 

 
3 Cf. PURTOVA, Nadezhda - The law of everything. Broad concept of personal data and future of EU data protection 
law. In: Law, Innovation and Technology, p. 41. 
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constant social and technological evolution, but still, it is sufficiently feasible and protective. 
 
Technological advances have allowed achieving high levels of protection for personal data, but also identifying individuals 
who wished to remain anonymous. 

 
III. De-identification and Re-identification techniques 

The GDPR does not define anonymization in its articles, but clarifies in the recitals that it is "anonymous information, 
namely information which does not relate to an identified or identifiable natural person or to personal data rendered 
anonymous in such a manner that the data subject is not or no longer identifiable."4  

However, there is always a risk factor associated with anonymization, and this should be taken into consideration when 
evaluating possible anonymization techniques. Consequently, the ideal solution needs to be determined casuistically, this 
includes evaluating the context of the data processing situation: all means that could reasonably be used for re-
identification need to be taken into consideration. Once implemented, anonymization requires constant monitoring to 
control the inherent risks. 

In practice, it is often difficult to determine whether the data has been sufficiently anonymized or if it is still personal data 
due to the difficulty in predicting the technology and the available information that could be used for re-identification, 
especially in the long term. 
 
In contrast to the anonymous data, the pseudonymized data are still within the scope of the GDPR, since there is a higher 
risk of re-identification with data under a pseudonym than with duly anonymised data. The inclusion of a 
pseudonymization definition was an innovation of the GDPR, which allowed to cease the doubts about whether the data 
under a pseudonym is personal data, it becomes clear that it is and therefore it’s subject to the GDPR. 
 
Thus, when selecting the most appropriate type or level of de-identification, it is necessary to analyse the purposes of data 
processing, the benefits and risks of such treatment and the context in which the data will be treated. The levels of 
identifiability may be relative, and the same data may be more identifiable to one person than to another or more 
identifiable in a context than in another. The choice of the best form of de-identification always requires a casuistic 
analysis, and this analysis needs revaluation over time. 
 
Any information that distinguishes one person from another can be used to re-identify de-identified data, but in reality 
there is a great difference between the possibility and the being, given that the realization of this is conditioned by the 
information correctly known (or cognoscible) by the attacker, the technical knowledge and the effort he is willing to 
undertake. The re-identification attacks do not always obtain the same results, as well as non-identifiability is a continuous 
spectrum also the re-identification does not obtain binary results. 
 
It should also be stressed that after the re-identification of a database that database is again subject to the personal data 
protection regime. 
 
Several investigators have demonstrated how de-identified data can be re-identified (v.g., via demographics, genome 
sequences, mobility patterns, social networks, movies reviews, and writing style). The re-identification attacks on social 
media networks, namely Twitter, are particularly common in the literature. These events led to several authors questioning 
the usefulness and efficacy of de-identification. 
 
The topic of the success of re-identification attacks is quite controversial. Some authors argue that it is not possible to have 
true anonymization, as others argue that, if it is done according to the best practices, anonymization is effective. Much of 
the discussion is dependent on what is considered to be the appropriate parameters in a re-identification attack: the quality 
of the anonymization, the size of the database, the preparation of the data, the previous knowledge used, the person who 
effected the attack, the probability or ease of being replicated, etc... 
 

 
4 Cf. Recital 26. 
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De-identification can be complex from a technical point of view and its true effectiveness is a controversial point. 
Nevertheless, there is no doubt that de-identification techniques, when applied correctly, can reduce risks and help protect 
the fundamental rights of data subjects. It is important not to lose sight that what is protected is not the data, as a mere 
object, the protection respects people, data subjects. 
 
For this reason, the fact that the GDPR establishes a definition of pseudonymization, as well as encourage its use, is an 
important step towards legal certainty and the promotion of technical and organisational measures for the protection of 
personal data. 
 
However, there are still many doubts about the use of de-identification techniques and the consequences that this use may 
have in demonstrating the fulfilment of obligations on the part of the controller. Consequently, additional guidance, by the 
supervisory authorities or by the national legislator, would be desirable to clarify the concept of anonymization and densify 
the pseudonymization. 
 

IV. Machine Learning and Data  

AI, big data and machine learning, raise new legal and ethical issues. To solve them it is essential to understand the 
decision-making process of an algorithm, in particular, the algorithms that evolve and learn alone, and to what extent one 
can perceive the foundations of this decision. 
  
Citizens need to have confidence in the decisions taken when they can relate to them, to know that they have been taken, 
what is their foundation, and that they may challenge them when they disagree. The only way society can truly benefit 
from all the potential of AI and machine learning is by promoting and protecting individuals' confidence. 

  
To ensure this confidence, the GDPR, in article 22(1), states that the "data subject shall have the right not to be subject to 
a decision based solely on automated processing", such a measure is based on a principle of caution. However, some 
authors disagree with this logic by invoking that human beings, intentionally or not, also make or even make to a greater 
degree, biased and inconsistent decisions, as well as that this caution poses obstacles to the socio-economic development. 
 
Another relevant concern, in the scope of this study, has to do with increasing difficulty in determining whether the data 
object of treatment is personal because the ability to link different datasets and to make inferences and predictions is 
increasing and unpredictable. It is important to ensure that the concept of personal data remains relevant at a time when 
according to some authors, all data is or will be, personal. 
 
An attempt to demonstrate these problems through empirical analysis was made through a case study, which tried to 
replicate a re-identification made by specialists5, who demonstrated that in some cases it is possible to identify - through 
the metadata fields of a tweet and a supervised learning algorithm in machine learning – the authors of a new tweet, namely 
to identify a user in a group of 10,000 users with 96.7% accuracy. 
 
Two things were tested: if it’s possible to obtain equivalent results using different algorithms and if the attack can only be 
done by specialists or if it’s possible that similar results can be obtained by an attacker with a common laptop, free software 
and without resorting to programming, namely the general public. 200 different tweets per user in a total universe of 3000 
users were used. 
 
Which metadata and algorithms allow to more accurately classify the author of a tweet was investigated.  
 
The main difficulty felt was related to the size of the data set, not only for the time that some analyses took but because 
above 3000 users, even in incremental mode, WEKA failed to perform the tests. 
 

 
5 PEREZ, Beatrice; MUSOLEI, Mirco; STRINGHINI, Gianluca - You are your metadata: Identification and Obfuscation 
of Social Media Users using Metadata Information. In: Proceedings of the 12th International AAAI Conference on Web 
and Social Media (ICWSM 2018). 
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The IBk algorithm was the one that more correctly ranked the instances with results between 98.87% (friends and 
followers) and 99.14% (friends and favorites) for 2000 users. The results obtained with the Hoeffding Tree classifier were 
slightly worse, yet they were considered good, varying between 97.40% (friends and followers) and 96.97% (friends and 
favorites). 
 
Although in an imperfect way, and with limitations on the number of users, that varied according to the classifier, Re-
identification was achieved in a similar way to those of the case used as a reference. Thus, it was demonstrated that the 
arguments that seek to devalue the risks of re-identification, stating that it is only within the reach of a limited group of 
experts6 may cease to make sense as machine learning begins to become more popular and accessible to the general public. 
 
It has been shown that even if a user is integrated into a massive data set, it is sufficient that the values of some attributes 
are unique or almost unique among the various users for the probability of identification becoming high. 
 
It was also concluded that the metadata, contrary to what appears to be the public perception, when aggregated, may 
contain sufficient information to identify an individual. Seemingly insignificant data, when combined, may reveal the 
identity of the data subject. 
 
Thus, the information contained in metadata must always be taken into account in a casuistic manner when it is intended 
to determine whether a data set can be covered by the scope of the GDPR. 
 
AI and machine learning need to be regulated in such a way as to ensure their development in a manner compatible with 
the protection of human dignity and the protection of personal data. The recent soft law initiatives seem like a good way 
to start it, considering all the uncertainties still existing about the potential benefits and risks of these technologies. This, 
however, needs to be conjugated with an increased effort to study and explain the functioning of the algorithms, the so-
called black boxes.  

 

V. Good practices/recommendations 

It is increasingly difficult to determine what data protection means in a society characterised by a growing sharing of data, 
where technology allows more and more people to be re-identified from supposedly anonymous data. 
 
It is therefore important to determine what is personal data, without such clarification, it’s not possible to sanction its 
improper treatment. However, a prohibition without a clear content can function, in practice, as permission. 
 
The distinction between "identified" and "identifiable" provides the basis for an important division in the spectrum of 
identifiability, and it seems inevitable that this distinction is more explicitly recognised in the interpretation and application 
of the GDPR as it treats de-identification more in-depth, with various provisions encouraging its use, so different levels of 
de-identification may result in different consequences for controllers. 
 
The two extremes of the spectrum are relatively clear, the data "identified" is at one end and the data "anonymous" is at 
the other end of the spectrum, the difficulty is to know how to graduate the rest. According to the GDPR, all this space 
between the anonymous data and those identified is occupied by "identifiable" data, which is data that can (even if only 
theoretically) identify an individual, but that still does not identify it. Naturally, these should be treated differently 
according to their potential for identification. 

 

 
6 Vide: YAKOWITZ, Jane - Tragedy of the Data Commons. In: Harvard Journal of Law and Technology, p. 31 and ss. 
CAVOUKIAN, Ann; CASTRO, Daniel - Big data and Innovation, Setting the Record Straight: Deidentification Does Work 
(2014), p. 6 "Re-identification requires the knowledge of a highly trained, highly skilled" expert "in the field. This means 
that the "real-world" risk of re-identification may be far lower than expected." 
"The re-identification of individuals is a difficult and time-consuming task, on the part of skilled technicians." 
CAVOUKIAN, Ann; EL EMAM, Khaled - Dispelling the Myths Surrounding De-identification: Anonymization Remains 
a Strong Tool for Protecting Privacy, p. 8. 
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In order to determine whether an information is identifiable, according to the GDPR, it is necessary to distinguish two 
distinct problems: reasonable probability and objective factors; and the relevance of information held by third parties. 
 
This analysis should be casuistic, the objective factors, i.e., the circumstances of the concrete case must be taken into 
account7: the costs of and the amount of time required for identification; the available technology at the time of the 
processing, as well as the technological developments. 
 
This seems to be the appropriate framework for finally moving from the identified/identifiable binomial to a true spectrum, 
analysing identifiability as a continuum that goes from anonymous information to identified. 
 
Although it’s possible to define this spectrum based on the techniques used or the results, it seems that the most appropriate 
solution, taking into account the rapid technological evolution and the objective of safeguarding fundamental rights, will 
be based on the results, in particular, the degree of risk of identification. It shall not be an obligation “by object” or to use 
a particular technique, but an obligation “by effects”, to prevent or minimise the risks of identification. 
 
One of the reasons why it has been stated that the GDPR treats the de-identification in a deeper way is the provisions of 
article 11. It describes a discrete level of de-identification that is based on efficacy, i.e., whether personal data have been 
de-identified in such a way that the “controller is able to demonstrate that it is not in a position to identify the data subject.” 

 
In this sense, a spectrum of identifiability is defended at four levels8: 
 
• identified; 
• easily identifiable; 
• article 11 de-identified; and 
• anonymous. 
 
The data de-identified under article 11 of the GDPR may allow the controller to be exempted from certain obligations to 
comply with the GDPR, such as providing data subjects with the ability to access, rectify or erase personal data. This 
category may include data under a pseudonym if the controller does not have the additional data or the key required to 
reverse the pseudonymization. However, these data may be subject to possible re-identification attacks that may associate 
a certain number of records with an identifiable individual with some degree of confidence, so they cannot be regarded as 
anonymous. 
 
The GDPR recognizes anonymization as the most robust form of de-identification. The anonymization methods must be 
irreversible and eliminate any known or foreseeable possibility of linking any of the data to the data subject. Recital 30 of 
the GDPR suggests that the presence of a single identifier is sufficient to make the data identifiable and therefore not 
anonymous. 
 
However, this whole spectrum should be used according to what is the risk to the rights and freedoms of natural persons. 
Each top-level of de-identification provides more protection and further reduces the risk to data subjects. The first three 
levels are all personal data under the GDPR, only anonymous data are excluded from the scope of the GDPR. 
 
The GDPR took a step in the right direction by defining the pseudonymization and encouraging encryption and other 
safeguard measures. It also leaves room for more detailed, and more easily updatable rules, by supervisory authorities or 
through sectoral codes of conduct. In this sense, it is important that the national legislation implementing the GDPR 
densifies the criteria and makes it advantageous for the controller to opt for the means that guarantee more safety and less 
likelihood of re-identification whenever data cannot be anonymized.  
 
The potential of data protection de-identification techniques has not been fully explored. Even when a relatively weak de-

 
7 Cf. Recital 26. 
8 Vide, in a similar sense, HINTZE, Mike - Viewing the GDPR through a de-identification lens: A tool for compliance, 
clarification, and consistency. In: International Data Privacy Law, p. 92. 
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identification is employed, there is clearly a significant reduction in risk, and this decrease in risk represents a huge 
practical difference for the data subjects and shows why the differentiation between identified and identifiable data is 
important; and why within the de-identified data small differences along the spectrum have a practical impact. 

 

VI. Conclusions 

Although the compatibility of the massified use of data with the effective protection of personal data is not a simple task, 
tools are being created either from soft law or through the GDPR that aim to ensure this delicate balance. This is of course, 
a challenging task, subject to constant adjustments and rapidly changing to accompany socio-technological developments. 
 
The GDPR reflects a more risk-based approach, and more flexible than DPD. However, it was possible to have gone 
further in some solutions, v.g. defining more clearly the techniques of de-identification – although it was a positive point 
the definition of pseudonymization, on the other hand, an opportunity was lost when it did not define the anonymization 
and its acceptable degree of risk. 
  
Still, it should be stressed that although the GDPR is a regulation it was not designed to be the exclusive regime, proof of 
this is the numerous matters that were left to national legislators to decide in their implementing rules. Moreover, the 
GDPR itself provides for self-regulatory mechanisms such as codes of conduct and, in general, places a greater emphasis 
on the controller, thus enabling the creation of more suitable and flexible solutions for the different national realities, 
sectoral or the specific case. 
 
One of the main questions that motivated the present study relates to the interpretation of the concept of personal data. The 
investigation concluded that, although it is not a timeless formulation, it has been resilient to successive changes dictated 
by technological and social advancement, partly due to the effort of jurisprudential interpretation. 
 
The concept of personal data should be interpreted as a true spectrum, analysing the identifiability as a continuum that 
goes from anonymous information to identified. It is possible to define this spectrum based on the results, especially in the 
degree of risk of identification, thus allowing effective protection of human dignity. It is in the identity, in the person, in 
its whole, that the right should focus and not on the "informational fragments" of this identity. 

 

VII. Future Research 

The GDPR could have clearer indications as to the appropriate forms of de-identification and the degree of acceptable risk, 
in this sense it would be important to discuss proposals for: 
 

 Definition of anonymization and acceptable degree of risk; 

 Definition of encryption; 

 Criteria for pseudonymisation; 

 Practical criteria for assessing when identification requires excessive time, effort, or resources. 
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